PYKOBOJACTBO
1o of0ecneyeHnI0 0€30MaACHOCTH MCIO/Ib30BaHNs KBATH(UIINPOBAHHOM
3JIEKTPOHHOM MOANUCH U CPEICTB
KBAJIH(PUIHUPOBAHHOM 3JIEKTPOHHOM MOJAMUCH

1. O6s3aHHOCTH BiameibIla KBATH(GUIIMPOBAHHOTO cepTU(hHUKATA KITF0Ya TIPOBEPKH AJICKTPOHHOMH
HOAIUCH (Iajee - cepTudukart)

1.1. O6ecnieunTh KOHGUACHIIMAIBHOCTD KIIFOUCH IEKTPOHHBIX Toanucei (ganee - OI1).

1.2. Tlpumensts 1yt popmupoBanus 11 Tonbko neiictByrontuii kiroa JI1.

1.3. He npumensats witou DIl npu Hanuymy OCHOBAaHWH MOJIAraTh, YTO KOH(HUICHIMAILHOCTh
JTAHHOTO KJIF04a HapyIlIeHa.

1.4. [lpumensars wmou DIl ¢ yderom orpaHWdueHuil, coaepkammxcs B cepradurare
(8 pacmmpenusx Extended Key Usage, Application Policy ceptudukar), ecnm takue orpanndeHnst OBUIH
YCTaHOBJICHBI.

1.5. HemenneHnHo oOpaTuThCs B YOCTOBEPSIOUIMM IIGHTP C 3asABJICHUEM Ha MPEKpaIlCHHUE
WIH TPUOCTAHOBJICHHUE ICWCTBUA cepTU(UKAaTe B CiIydae HApYIICHUS KOH(PHUICHIIMAIFHOCTH WIH
MOJIO3PCHHUS B HAPYIICHUU KOH(DUICHIIMATBHOCTH Kitoua OI1.

1.6. He ucnonb3oBate kiarou DI, cBs3aHHBIM ¢ cepTU(UKATOM, 3asBJIICHUE HA IMPEKpaIICHUC
JIEHCTBYSI KOTOPOTO TIOJJAHO B Y TOCTOBEPSIONINIA IIEHTP, B T€UECHHE BPEMEHH, HCUHCIIIEMOTO C MOMEHTA
BPEMEHH IOJIa4yM 3asiBIICHUS HA TMPEKpalieHue AercTBUs cepThudrkara B Y IOCTOBEPAIOMNN IIEHTP I10
MOMEHT BpeMEHHU O0(UIHAIBHOTO YBEIOMIICHHUS O MIPEeKpaIlleHHN ACUCTBHS cepTUduKara, 1udo ob oTKase
B IIPEKPAICHAN JCHCTBUS.

1.7. He ucnionb3oBats xinro4 DI, cBsa3aHHBIN ¢ cepTu]HUKATOM, 3asBICHNAE HAa MTPUOCTAHOBICHHE
JEHCTBUSL KOTOPOTO MOJaHO B Y IOCTOBEPSIONIMI LIEHTP, B TEUEHUE BPEMEHH, HCUHCIIEMOTO C MOMEHTA
BpEMEHH TOJaull 3asBJICHUS Ha MPHOCTAHOBJIEHUE ACHUCTBHA cepTH(dUKaTa B YAOCTOBEPSIOMINN LIEHTP
10 MOMEHT BpPEMEHHU O(UIMATHFHOTO YBEIOMIICHHS O MPHOCTAHOBICHUU NEHCTBHUS cepTrudmukara, Tudbo
00 OTKa3e B IPUOCTAHOBJICHUH JCHCTBUSI.

1.8. He ucnonb3oBate ko4 DI, cBsA3aHHBIN ¢ cCepTUHUKATOM, KOTOPBIN aHHYJIMPOBAH, JCHCTBUC
KOTOPOTO MPEKPAIICHO TN IPUOCTAHOBIIEHO.

1.9. Ucnonb30BaTh AJsl CO3MaHUS U TTPOBEPKH, KBamuduuupoBanHbix D11, cozmanus kmogeit D11
u Kmoueii nposepku D11 cepTuduimpoBaHHbie B COOTBETCTBHH C MpaBmiiaMu cepTudukanun Poccuiickoit
Denepanyu CpeacTBa SISKTPOHHOH TOIIHCH.

2. [Topsinok MpuMeHeHus CPeACTB KBATU(DUITUPOBAHHON AIIEKTPOHHOM MOJIITUCH.

2.1. Cpenctea  kBamuduuupoBanHor DIl  JOKHBI — MPUMEHSTBCS  IOJIb30BATEIEM
KBaJTM(PUIIUPOBAHHOTO CePTU(UKATA B COOTBETCTBUH C MOJIOKEHUSMH IKCIUTYaTAIIHOHHOM JOKYMEHTAIN!
Ha TIPUMEHSIEMOE CPEACTBO KBATH(PUIIMPOBAHHON IEKTPOHHOH MTO/IHCH.

2.2. lns TmpenoTBpamleHUs] 3apaKE€HUS KOMIBIOTEpa C YCTAaHOBJICHHBIMH CpPEIACTBAMH
kBayuduumpoBanHoi 11 HeoOXoauMoO 00ecTIeYnTh HEMPEPHIBHYIO KOMILIEKCHYIO 3aIIUTy KOMITBIOTEpa
OT BUPYCOB, XaKEPCKHX aTak, criama, mmuoHckoro 110 u mpyrux BpeJOHOCHBIX IPOTPaMM aHTHBUPYCHBIM
NPOrpaMMHBIM 00eCIieYeHHEM C PEKOMEHIYEMBIM pa3pad0TYMKOM NEPHUOJOM OOHOBICHHS 0a3 JaHHBIX.

2.3.B opraHuzanuu IOpUAMYECKOTO JIHIA COOTBETCTBYIOIIMMH IPHKAa3aMU JIOJKHBI OBITh
pa3paboTaHbl HOPMATHUBHBIE JOKYMEHTHI, PErjaMEHTHUPYIOIINE BOIPOCH 0e30macHOCTH HH(MOpMAaIuu
Y SKCIUTyaTaluu cpeacTB kBadunupoBanHoii D11, Ha3HaueHBI BIaAEITIBIBI CPENICTB KBATU(UITUPOBAHHON
OIl u HOKHOCTHBIE TUIIA, OTBETCTBEHHBIE 3a obecrevyeHne 6e30MacHOCTH HHPOPMAIIUK U SKCILTyaTallui
9THX CpENCTB; cpencTBa KpaimuduiupoBanHod DIl W KirodyeBble HOCUTEIH B COOTBETCTBHU C HX
CepUMHBIMH HOMEpaMHu JTOJIKHBI OBITh B3SITHI Ha MO3K3EMILIPHBIT y4er
B BBIJICJICHHBIX JJIs OTHX IIEJIeH )KypHaax.



